
�� �� � � � � � �� � � �

	
 ��
 � � �� �� �� � � � �� 
 �� �� � �� � �� ��

•

� �  
 ! � "# �$ $ � � � � !#% �

•

� � #$ � � # 
 � �
 # � � � 
 �$ � �$ ! �'& # 
 �$ �� ! ! � ! � � $ ��$ $ � � �% �( �% �

) � �� � �� � # � � � !� # !# $ � � � #� � !# " � � !� 
 !# � �� � �� � *#

•

+$ ,$ � � � � 
 $ �( � � & - " # �% � � .& �� �� � �� � # - � / � .

) � �� � �� � # $ ! �
 " � � "$ �$ !# !� # !# � �
 ( � �$ # �
 # � � "#  � � !�

•

%0 � !� 
 !� � $ � #% � �( �% % � " # 1� �# �$ � 
 2 � �� � �� � � �$ � 
 �

34 5 � 67 8 5 9 �: 7 � 4 : � �� �; : 7 < = 5: � 6 � � � > � 4 8 � �: 5 �: � = � �?

@ � � 9 7 8 � 7 � � � � 9: 7 � � � � <� ; � �� 9 =; 7 5 � � 6
 � �; : 5: A; 7 � 4 : 7 5 � �

� 4 7 � � �; � 5: 
 � �; : 5: � 4 7 � <� ; � �� 9 =; 7 5 �CB

D

E �F �G HI � � J G F

Login: Login:

(a) (b)

K � L #% ( � � � �� � � � �� � � " # % �� # 


K * L � 
  
 ! � � � � � � �� � � "# % � � # 


M

N �O PQ � �F �R S Q

TU V WX YU Z Y& 
 , [ � "� $ � � � � � !# !# �� $ %\ # 
 $ � � !� " # 
 ! � �
 � � �% #� � !# �


�� ]^ ! � � ! � �� $ �$ # ! ! � �� � � �� � $ �� � "�$ ! �� � !#( � �� $ � � � � # !\ _

� �� �� �� #$ # 
 � �� !#( # !\ ` ab c b dbe fg b X W h b i X U c i Wj WU c fk e b Z b j

[ �� � �
 \ � � � � � �� � � � l� # !�$ �� � � � ��

•

� � !� 
 !# �% ! � " � � � � �

•

]m �$ % �
 � �$ �� n$ �� � 
 !� �$ � �$ $ l �� " " �#%\

•

# � �� �� � �� � � �  � � " & 
 � � �$ $ l �� " �
 " * �� * �o �% � "�$

p

N � R q � � � � H r � s � � I � � � � H t

u� �� � � 
 ! � "� % $ �� � � 
 !� "� % � �� �
 " � % � � # 
 Kv L "# 	 
 #o

w x xy z{ | }~� | �� z | ~ � � } z� � ��� �� � � } z � �� z� �� � � � ���� �� � | � �� � ��� |� � � �� �� �� � � � | � �� � ��� |� � � z� �� � � � � �

� ~ | { �� ��� ��

� � ��
� � ! � !� 
 # � 
 !� " # $ �$ �� ! ! � �

�



	
 � A � � � �� � � �� 
 � � �$ $ # *#% # ! � " # �� � �$ $ � �� 
 $ #$ !� � �� �� $ � �( �% � �

% � 
 �� � �% # � � � �% � " # �� � �$ $ �

^ ��$ $ � $ �
 � � � � � !� �� � � �
 ( � 
 # � 
 2 � "� � �
 !� #% "� *� � , , , � � �#

" # � � 
 !#� � !�

1 �%( �% ! �$ �
 � "� % # *� � � !�

�0 � 
 #� �$ �% � 2# �
 � � �
 ! � � % � * �� � " � ���

� � "� # 
 $ �� � !# �


+$ � � �# �� #% �� � ^ �4 7 5 � 	 �: 5 � �� �
 !� 
 � ! �� 
 � * �� � " � �� �� � 
 �
 
 #

$ � � �� � ! �$ �% � �� �
 " � � �� % �
 " � � � �$ � �� * *% #� # # $ �� � � 
 !#

�


 � � � HQ � � �

, , , 
 � � �� � � % � % � ! !� � � "� % $ �� � � 
 !� �$ � �� # � 
 !�

�

�Q G � S �O I H �G �� �� �� � � G F �� � � � � I Q Q R S

�% � �� �#% � ! �� � [ �$ � � # ! ! � # 
 [ , , , � 
 � ! � � � # � � %0 � �( � � % � � �% % # 
 � �

[ �� � ( # � 
 � � �� �#% � ! � � 
 � � �$ ! �
 !� � �� � �� ~ � �� � � � � � �� � �

� � � ~� | � � ��� � � � �  � �  � � ~ | { �� � �

� � � ~� | � � ��� � � � �  � �  � � ~ | { ��  � �  ��� � � � �  �  � � ~ | { ��  ��  �

� � �

� �� �
 " �� � �� � � � #% � �� �#% � ! �� � �: � = 5 � 5 �� �%0 � #% � � "#� � !^ [ � �

� �� � �� � #$ � �
 "� �  ��  �


 � % � � " #� � $ �� � � 
 !� "� % � �� �#% � ! �� � 
 �


� 0 �$ � � # ! ! � "

#

� � �Q H s � � � O � � � R �O I � � � s � � Q

^ � ( �� % # �� � � � � #� 
 � � � � #% $ � � � �� ! � �� � #% � � � � ! !� � �  � |  K 1 !� L &� � �% # 2 2# �� �� 
 �( � �$ # �
 � � 4 7 5 � 9 5 �� � "� % � �� �#% � ! �� �

� � � ~� | � � �

�� � � � �  � �  � � ~ | { �� � �

� � � ~� | � � �

�� � � � �  � �  � � ~ | { ��  � �  �

�� � � � �  �  � � ~ | { ��  ��  �

�� � � � �  |  � � ~ | { �� $ � % � � & w' � z � z | | ~ � ~ $ �� &() * * � %

� � �

+



� � � Q H s � � � O � � � R �O I � � � s � � Q r � � t

� �( � �$ # �
 � # 
 !� � � � " # � fk � �� � � �� �#% � � �  � |  

!% % �� � � �$ $ # �� � � #$ � � #( � � � #% � �� �#% � ! �� � �

� � � ~� | � � �

�� � � � �  � �  � � ~ | { �� � �

� � � ~� | � � �

�� � � � �  � �  � � ~ | { ��  � �  �

�� � � � �  �  � � ~ | { ��  ��  �

�� � � � �  |  � � ~ | { ��  � |  � % � z } z� � %

� � �

[ �� �#% # �� � #% $ �� � � 
 !� "� % � �� �#% � ! �� � � �
 % �( � �$ # �
 � # 
 !� � � � " # �

⇒

�� � #% � � ! ! �� ��  � |  � � !^ [ � �� cU ck g g k e b g W � 
 � % $ �� � � 
 !�
�

�O I � � G s � � O � � G R � �� � � � � � �� � � � G Q � R �O I � � � s � � Q �

� �� � � � ~ � � } z � � � � �

�� �� z | � } � � � � � � z | | ~ ��   ��

� �� � � � ~ �� {� � �� ~ | { �� ��
� � ��

] � 
 # ( �% ! � � �� � #� �
 �$ � � � �� $ ! � � �� �#% �
 " � #% � �� �
 " � % � � # 
 Kv L

" # 	
 #o , , ,

�
 $ � � #$ � � � 
 � * �� � " � �� "

] � � 
 �$ $ � 
 � #$ �� 2# �
 � "� % $ �� � � 
 !� % �� # 
 ,� �� � � #( � % � � � % � * �� � " � ��

^ � � � , , , � �$ $ � #$ �� 2# �
 � � � #% $ �� � � 
 !� "� % � �� �#% � ! �� �

D	

� � R �O I � � � s � � Q � s � � � � G �


� � �
 � � � 
 �� ��� � � � � � � � �� � �

��� � ��� � � � ! "# $%�& ��  ' � � � #( ) ) �  ' '� ! * +, , $%

��� � � �� � ) )-. / + , , $0! � '. ! *01�& ��  ' � � � #( ) ) �  ' '� ! * 2 , , $%

��� � � �� � ) )-. / 2 , , $0! � '. ! *014
3 3 31

56 � �7 � � �8 �7 � 9 �6 � :6 �� � � � �� � ; 
 � � � � � 9� � � �8 �7 � � � � � < � 9� � � �>= = =

= = = � � � 8 �� � 9� 7 � � 
 � � � � �� � ? � @

A �B � 
 �� 6 � 
 �� B � 6 � � � � � � � 9� 6 � � � ��>C � � � � 8 � 6 , D ' ,


7 7 � � � � 7 � E� � F � � �6 < � � 8 �� � 9� 9� GH IH J K LM NO J J P O � � � � �6 � � � 9 �

D D

N � QQ � � �Q � R � �

Main’s
local

variables

Program

(a)

0xFFFF...

Stack
pointer

Virtual address space

Stack
Main’s
local
variables

Program

Return addr

(b)

SP

Virtual address space

B

Program

(c)

SP

Virtual address space

B
A’s local
variables

Buffer B

Main’s
local
variables

Return addr

A’s local
variables

D M



� � � O H

� ��� 4 B � = � � @ � � 9 7 8 � 7 = � � = � @ � 7 5: � 7 : 5 � 6 � 
 5 � � 4 57� � � ���� 5 = � � �; �� 4 @ � 7 : 5 � 6 �: � 7 @ � 5: B 	B B B 
� 5 � 8 � =: 7 8 5 A 5: 7 ? �4 �� 4

5� � 9 = � 5� �: 
� A 5 �7 �B � � � � �: �: � � 5 � 7 �� � 9 � 6�� � �

�% � � �
 "� �� � � � ( � 
 
 � � #% �$ � # � ! � #% / 
 �( � � *� � v �� �

�
 � �� �� �� � � # � % # �# � " # � �� �� !� � " #( � 
 ! �
 � # 
 � !#% # 2 2 � *#% #

� �
 " �
 
 � � � # � #  % �� � � � �� ! �( � % � [ ) 	 �% v� � �

D p

� S Q � � Q � s � � � O r � t

� L ! � �( � # 
 �� # "# �% ! � � � �� � � # 
 � # 
 n� !� n � �$ ! , � �� #( & n , � � �$ !$ &

, � �� l � � "& � �
 
 � !$ ! � !

* L( � � # !# �# " # � ! ! �� � � #

•

*� �� � �( � � � � l # 
  
 � � � " K� L

•

* �� � " � �� # 
 $ � 
 " � �#% K� L

•

� �$ $ l �� " " � ! � * �$ �

•

� �� � �# 
 �  " � !� � , � � �$ !$

D �

� S Q � � Q � s � � � O r � � t

� L #% � � � � �
 #$ � � " # � � �% #� � 2# �
 �

•

� ! !# � 
 � � 
 �$ �� % % � � � � ! �

•

! � �$ �� � #$ � � & � �� �#% � � " �$ � � � � � 
 �� � � � �� � � " # * � � !$ ! � � � Kv� �

� # � �� " # [ L

•

#% * � � !$ ! � � � ! � �$ �� � #$ � � #% � �$ ! � "� % ( � � � �

" L � � � � �
 #$ � # "# " # ��$ �

•

� � " #  � � # $ � �# � � �(

•

�$ � � � � �� � # � " #� �� � �� � K / L �� � � �� *# � � � �# "

•

!# � 
 � !� ! !# # $ � �#  % � # 
 � ! � & � �
 � � % % � % � � � �# � $ � % "#$ � �
•

#  % � # 
 � ! �$ �
 � � �� $ � � !#

•

"#$ � *#% # ! � # �� � 5 �; 9 =

D �

� S Q � � Q � s � � � O r � � � t

� L � �
 ! � �% % � "� % % � � � � �% � 2# �
 �

•

�� # � � "# # 
 �� ! ! � � � � 
 � � �� � � # 
 �'& � �
 ! � �% % �$ � � � # � # 
 �� ! ! �

•

� � , , , � 
 �( �% ! �$ � 
& #% ( � � � � " #( � 
 ! � -# 
 ( # 
 � # *#% � .

•

� � � �� � � "� % # *� � � ! � � 
 �
 $ # $ �

⇒

�� � �� �$ ! � � � !#( �& % � � �� � � # 
 � # 
 �� ! !� *� 
 �� �$ ! � �$ � � � �
 �

� � 
 !# 
 �# � "# � � �# � "� % ( � � � �

� L � � ! !# � � 
 � 
 � !#

•

#% � � " � � " # � � *� � ! � �� � #$ & K � � *� � ! ^ � , L � � � �% %0 � � �� �� � # � �$ � # � 
 _

!#$ ! �% % � � ^ !

•

� � �� 
 � � $ � # ! � " # � � # � # �
 � � � *� � ! � � , � " #( � 
 ! � ! � � �
 $ � % � 
 !� " #

$ #� � � � 2 2 �

•

�� � # �� 
 � #$ �� ! ! � ! � " �� � 
 !� �% � � 1

D �



d We � f 
 , !� � �� �� � �� � � � �� ! � � !$ � � �� ��$ �� ! � ! �� � � � � � � �� $ �
 "

� # 
 �� � !$ 0 ! �� � *\ � � *� " "# 
 � � � � �\ � � # !$ � % � # 
 ! �� � & $ � ! � � ! ! ��\

*� � �� � � � � > � 4 8 � �: 5 ,

� �� 
 ! ��$ � � � � � � �� $ � � � �o � � � !� " & ! �� � � *� " "� "( # �� $ #$ �o � � � !� "

! � �& ! �� $ �� � � � � � !# 
 � ! �� � # 
 �� � !# �
 0 ,

1 � #$ 
 �� � �% %\ � � � �� 
 $ # 
 ( #$ # *%\ ! � ! �� � $ � � ,

	
 % # �� � � � � 9& � ( # �� $ � �
 
 � ! # 
 �� � ! � ! �� � � �� �� !� �$ l# ! � �� !

�$ $ #$ ! �
 � � , � ! #$ �� � � � � � !� " *\ ( � � ! ��$ $ � � � �$ �� � �
 $ ! � � "# 
 �

�� �� � �� $ l# ! � ! �� # � �� # � 
 "$

D #

�# �� $ � � � �� � �� � �
 � � �� � "� � � # !$ � % �

•

� ! ! �� � # !$ � � "� ! � �
 � ! �� � �� � � � ��

•

� " " # !# �
 �% %\ & " � � � � �

� � �%$ � �( # �� $ l� # !� �

•

�� #� �%\ $ � � � � "# 
 � ( # �� $

•

"# �� � % ! ! � "� !� � !

•

� � � " ! � � � ! � # " � �

D +

� �O Q � � G � � �G � G � � � � � � H

�# �� $ l� # ! !� 
 # 
 �$ $ � � *%\ % �
 � � � � �

�
 $ � � !� " # 
 ! � �
 � ! �� � �� � � � ��

�# �� $ " �� � �
 !� 
 !#% � � �� � �� �o � � � !� "

•

! �� 
 # 
 �� � !$ � ! �� � � � �� � �� $

•

�( � 
 !� �% %\ �o � � � !�$ # !$ � �\ % � � "

D �

� �O Q � � G � � �G � G � � � � � � H r � � t

(a)

Executable
program

Header

(b)

Executable
program

Header

Virus

(c)

Executable
program

Header

(d)

Header

Virus

Virus

Virus

Virus

Virus

Starting
address

M	



� � I � � � � � � � H

� � � ��\ � �$ # "� 
 !( # �� $

� � � !$ � � ! �� ( # �� $

��( #� � " � #( � � ( # �� $

� �� � �( # �� $

M D

E� G � s sQ � Q � O � R � � � � � � H

v � � �� � � !$ � � �� � "# � � �
 % � 
 � � #% * � � l$ � � �# � "# �� $ �

v � � 
� � #� � �$ � � ! # 
 $ � � #$ � � #% *� � l$ � � �
 !� � 
 � ! +o �% �� � � # 
 � � 
 # � � �# �

" # �# 
 " � l$

� � !$ � � �� �� � � $ � � #� � �$ � � ! "# � �� �� !# 2# �
 � #% % � � # ! �

� #� � �$ � � !$ �$ !# � 
 � � �� � + � # 
 �$ ! � #� � *#% � � 
 !� # 
 !� � � � ! � 
 � % ^ ]

⇒


 �
 $ # �� � � # � � �( � � �

� + # 
 !� � � � � ! � � 1 � �& � � �� � �$ � � � # � � � �
 !� 
 � ! � � ! !#( � K !� !#( � �&� �( � ^ � � # � !& , , , L

� +( # � 
 � # 
 ( �� � ! � " � ]� !% � � � �� � �� �$ � 
 ! � � � % � � � �#% # 
 � �� � � ! �

� 1 � � �% %0 � !� 
 !�

M M

� � � s� � � Q � G s � � � � � H

!
 �% # 2 2 �
 �

•

#% * � � !$ � � ! ��

•

% � � ! �

•

!� ! !# #  % � $ � % " #$ � �

�% % � � #� � �� � "� % % � : � @4 � 7 ; � 5 "� # ( # �� $

•

�� �$ � 
 2 � " # $ ! � # 
 � �� � � � � ! !� � #$ !#� ��

•

% � 
 � �� 2 2� � � " #  � � !�

•

� �� � �$ � � � � "#  � � !�

M p

� �O Q � � G � � �G � G � � � � � � H r � � � t

(a)

Executable
program

Header

(b)

Executable
program

Header

(c)

Decompressor
Compressor
Compressed
executable

program

Compressed
executable

program

Header

(d)

Decryptor

Header

Encryptor
Compressor

Encrypted
Virus

Decompressor

Compressed
executable

program

Encryptor
Compressor

Encrypted
Virus

Decompressor

(e)

Header

File is longer 

Virus Original size

Virus

Original size Original size

Encrypted

Key
Decryptor

Key

Unused

M �



� � � � H I � � � O � � JR �

MOV A,R1 MOV A,R1 MOV A,R1 MOV A,R1 MOV A,R1
ADD B,R1 NOP ADD #0,R1 OR R1,R1 TST R1
ADD C,R1 ADD B,R1 ADD B,R1 ADD B,R1 ADD C,R1
SUB #4,R1 NOP OR R1,R1 MOV R1,R5 MOV R1,R5
MOV R1,X ADD C,R1 ADD C,R1 ADD C,R1 ADD B,R1

NOP SHL #0,R1 SHL R1,0 CMP R2,R5
SUB #4,R1 SUB #4,R1 SUB #4,R1 SUB #4,R1
NOP JMP .+1 ADD R5,R5 JMP .+1
MOV R1,X MOV R1,X MOV R1,X MOV R1,X

MOV R5,Y MOV R5,Y
(a) (b) (c) (d) (e)
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