
� �� �� ��
�� 	




�� � 
 � � � �� � � � � 
� � � 
 � � �� � � � � �� �� �

�� � � �� �� � �� � �� � �� � �  ! �� � �" � #$ %&' %&( ) * �+ , ) - �� �. /

�0 � � �0 �� �� � � �� � � �1 � � � � �� � �  2 �3 � 4 � � �� � � * �+ , �� � ) 5� � ) 6 � � �.

$ , � �� � � )7 7 7 /

�8 � �� �9 � , � �� � � � � � � �� � �� � �+ , � �� � � �1 � � � � �� � �  : � � � � � � /

;

� 
� � � 
 � � �� � � � � �� �� � � � � � �< �= � � � � � �> �@? � � �A �� � � �

Process ProcessThread Thread

Process

table

Process

table

Thread

table

Thread

table

Run-time

system

Kernel

space

User

space

KernelKernel
B

� �� �� � � � � � �< �= � � � � � �

C �� � �1 1 � � � �� � � � � �8 � � � � �� , � �� � �� 8 � �

D �+ �� � �. � � " � �+ , � �� � �+ , � �� �� � �� � �� � � �� 0 �� �� � �� � �

⇒

0 � � � �3 � � �+ � E

6 � � � � � 3 � � � � � , � �� � �� : F+ , � � �� � � �� � � �� �� � �

6 � �8 � �0 � 9 �G � � �0 + � � � 8 � �+ + � � � �

⇒

� � � � �H � � � � � + , � � 0 � �� 8 � �+ + � � � � � � 8 � �+ + � � � IJ I I K � � , � �� �

6 � �8 � �� � 9 � �� � � � � � � L� � � �� � � � � MN 6O

6 � �8 � �0 � 9 + �� � �. � � " � �+ , � �0 � � �3 � � �� �� � � �

P



	 � � � 
 � � � � � � �� � � 
 � � �= � �� � � � � � � �� � � �> � � � �� �� ��

: � � � 1 � �� �9 " � � � � � � + �� � � � � � � � �G � � �0 + � � � �

F+ + �� � � 0 �� � �+ � � � � � �G � � �0 + � � � � �8 � � � G

� � �0 � � �9 � � � � � H � � 0 0 � + �� � � �� �

� �� � 	
 ��� 
� 
 � � �� �

D � " � � � � � � � � �H � � � � � �+ �  � / � � � �� � � � � � � � �� �  � / 8 � �+ + , � � �8 8 � � � �

� �� �  � /3 � �� � � � �H � � �� � � � � � � � � � � � �� 8 � �+ + �

�

� �� � � � � � �> � � � �� �� ��

D � : F H � � � � �+ � � � , � �� �

- � � , � �� � �� 8 � � � � � � � � + � � � � � � � �+ � � � �� 8 � �

 D� - �� � . � � � � � � � � � �� 8 � � � � � � � � /

- �+ , � � 0 � � � 8 � �+ + � � � � � �� � H � � � � � �� � �� � �� � �

�

� � �� �� � � � � > � � � � � � � � � � = � � � �

- � H � �8 � � � � � �� � 	� � �� � �+ � � � 0 � � �3 �� � � L� � � �0 �� � �� � � � � �G �+ � � �

�
 	�� � � � � �� 	! 
 � �#" $% $! � &(' )* &+, - � � .


  � � � $
 	/ $ � � � � � ! � � � � � �� �  ��0 1 �

\� ! � � � �� � �32

�% � $ 	4 567 ' 8 9 6, : )4 �32

;
# � �� 9 � � �� �  < /= � � � � �� � � � � � �8 � � � � � � �� � � � �� N

⇒

� � � � �� � � � � , � �� � >? ? >@ @ A B > C K D? E @ A F E F KG H I C I

J

	= � K � � �= � � � �L � � = � � � � � � � = � � � � �� � � =

Thread 1 Thread 2

Access (errno set)

Errno inspected

Open (errno overwritten)




Ti
m

e

M



� �� �� � � � = �� � � �= � � � �

O � � 3 � � � � 8 � � � $ -: , � � � 3 � � �� �� �3 � � � � � � � + � � �+ � � � , � �� �

F H � � � , � �� � , � � � �� � + � � � �

O � � � � � � �0 � E

$ -: � �� � � � � � � � �0 � � �0 �� ��1 � �� � � , � �� � � �� L �� � � � � � �8 � �� N

 � �� � � � � � � �� �� � � + , � 0 � � � �+  < / 7 7 7 /

�

	� �� � � � �� �� � � � � � � � �

� � $ � � �� � 	 �� $ 	� 
 � � 	�� � � � � � � � � � � � � 	 � � � / $ � � 
� �� $ 
 �� �/ � � � � � � � � � �32

+ � �� � � � � � � " � � �+ � � � ) � � � � � �� � L � ��  � /7 
7 7 7 � O � � �� � L � ��  � / ) � , � � �

+ � � � � � � � � " � , �+ , � �� � � �+ � � � � � � , � � � � � � � � � L � � � �. �+ � � � �� + �� � �. �

" � � , � , �+ � � � �� H � � �+ � � � ) �� + , � � � , � 0 �0 �� G � � �+ � ) � , � �� 8 � � � L � � �� � �+ � � � � �� � ) 
7 7 7 �

�� � � � �� � � � � ��

� � �0 � � �9�� � �� � � ��  "! �# $% &' () * (+ ) , -

� � . � &/ 0� � * 1/ - 2 13 � � . � &4 5 � 6 6 07 . 53 �8 � � � 9 0 3 6 �:
\ �4 -; <

= = =/ 0� � * > . 8 ? @ A B8 6 6 0 ? & ��  "! �# $% - ;

? 6 0 � � & � 7 > . 8 ? @ C ��  "! �# $% D ,7 EF GH % ! I � J E F G H % ! I# F % � J EF GH % ! KL 7 H MF F - ;

N

	� �� � � � �� �� � � � O � � � = P�

� � $ ' 
 � � �� $ 	 � � � � 	

� � � � 	 � / $ � � $ ' � � � � �/ / � 	 � � � � � � �

� � / � �� � � / $ � � 
' / �Q � �

� � � � � � � � � �/ $

�2

7 7 7 0 � + R= � � + , �N � �� � �$ , � �� � + �� S � � � � 0 � � � � 7 7 7


 


� TU �V � �� �� ��

6 � �8 � �0 � 9 0 � � � � � �� H � � H H � � �� � � �3 �� �� � � � , � �� �  N ) N W W ) 7 7 7 /

- � �G �+ � � � � � � � � , � �� � � �� � �� � � �� � � � ��

6 F : DX � , � �� � �9 � � � � �� � � � �� � � � �+ � �3 � � � � � � H � � 0 0 � � �� �� 8 � � �

6 � � � �� � � � � � � � � � � � � � �3 � � �� � �� � � � � �3 � �  �0 � � �0 �� �� � � �� � � �� � � /

D� - �� � . 9 � � �� � � � � �3 � �


 ;



� � $  $ 	 � �� �' � � �� $ � 	

 $ 	 � �� � $ � $ 	 � �� ��

 $ 	 � �� � � $ $ � $ � � $ $ � �

� � � � � 	 � / $ � � $ � � � $ � � � � 	� � � � � � �

� � � � � � � � �2

? @ A E I A H E� A � I � @ A E C > � ? >� I@ > F I � E I A� A? J I A H ? >� ? J @ @ A� I F� � K I � I � A

? E F F K� � I � @ A E C � 0 � � � � � �� � � � , � �� � + � �� � �  < /

 B

� � �0 � � �+ �� � � , � �� � + � �� � ��� � ? 6� � � 	 1 . 53 �8 � = 5
�� � ? 6� � � 	 � �� > . � = 5 
�� � ? 6� � � 	 > . � � 0 = 5
/ 0� � * � � & / 0� � * 1/ - 2

� � . � ;
? 58 3 * B >� A 1/ ;� 0 3 & � A+ ; � 	 �; � C C - 2

1 3 � � . � &4 
 >\ �4 7 B >� -;

> 6 � � 1 & ( - ;<
3 � . � 3 � H MF F ;<

B8 � � & - 2
1 . 53 �8 � . � � + 7 � � (;� � . � 3 3 ;

� 3 3 A 1 . 53 �8 � ? 3 �8 . � &� � � + 7 H MF F 7 � �7 4 � 0 � 0 � 6 13 � B 0: 4 -;

� 3 3 A 1 . 53 �8 � ? 3 �8 . � &� � � ( 7 H MF F 7 � �7 4 � 0 � 0 � 6 > � ? 0 �� 0: 4 -;

3 � . � 3 � + ;<


 P

�L = � �� � � � = � �= � � �� � = � � � � � � � � � = � � � � � � � � � � � �� � 
 
 = ? ? ?

� � � � � �� � �  $ 	 � � � �' � � � � $ �' �% ��  � � " � � �  $ 	 � �� �

� " � � " � � $

� �� � � �  � �� � �

� �� � � � / � � �� � � �

�
: � � �� � � �+ � � � � � ) � � � � � � 0 �� �

D � � , � �� � � � �� + � � � � � � � � 0 �� � �� 8 � � �

⇒

�+ + � � � � � � � �� � � � �+ , � �� � � � � � , � �� � � � � 0 �� �� �


 �

� � $  $ 	 � �� � � � �� 	  $ 	 � � � � $ $ 	�� � � � � � � $ 	 � � � � � � $ � �� �2

H J H� A� C H I � A A� A? J I K >� > � I � A ? E F F K� � I � @ A E C J � I K F I � A I � @ A E C K C A� I K D A C

G � � , I A@ B K� E I A H � 0 � � � � � �� � � � , � �� � � � ��  < /

� � � � 	 � .

 $ 	 � � � � $ � � � � � � �2

� � $ � � �2

� � � � � � � $� � �2

� � � �  $ 	 � �� � � � � � $ � 	� � � � � + :, , � 
 � � ! � �� � � �  � �� � � ! �32

� � � �  $ 	 � �� � � � � � $ � 	� � � � � + :, , � 
 � � ! � �� � � � / � � �� � � � ! �32

 $ 	 � � � �' � � � � 	 � � � � � � � $� � � �2

 $ 	 � � � �' � � � � 	 � � � � � � � $� � � �2

� � $ � �� �2

;


 �



T� � �� �< �= � � ? ? ?

� � � � � �� � �  $ 	 � � � �' � � � � $ �' �% ��  � � " � � �  $ 	 � �� �

� " � � " � � $

� �� � � �  � �� � �

� �� � � � / � � �� � � �

� �� � � �  � �� � �

� �� � � � / � � �� � � �

� �� � � �  � �� � �

� �� � � � / � � �� � � �

�


 J

� �� �� � � �= �� � � �= � � � � �= > > �� = � �� �� � �U � � � � � � � � �� �

N � �� � � � � � � � �3 � 3 � � � � 8 � � � $ -: 9

� � $  $ 	 � �� � 
 �� � � � � $ � 	  $ 	 � � � � 
 �� $ � 
 �� �

� � � � 	 � � �/ $ � 
 � � � $ � �� � 	�� � � � � � �32

- �H H � � � � �+ � �3 � � � � �3 � � � � �� � � � � 3 � � � � 8 � � �9

� � $  $ 	 � �� � / � $/  � � �
 � � 	  $ 	 � � � � 
 �� $ 
 �� � � �� / $ � � � � �  � � � $ � � �2

� � � � �  $ 	 � � � � � � $/  � � �
 � � 	  $ 	 � �� � 
 �� $ 
 �� �2

� � �0 � � �9

 $ 	 � � � � 
 �� $  �   �2

 $ 	 � � � � 
 �� � � �� $ � 	�  �   � � + :, , �32

" " "
 $ 	 � � � � / � $/  � � �
 � � 	  �   � � �� � �32


 M

	= 
 � 
 � � � � � �� � �= 
� � � � � � � � � � �= � �� � � = �

� � � � � �8 � �0 � 9

� � � �H � � � � � � � � �� �9 � � �� � � �� � 2

� �H H � � � � � �� �9  � �� $
 	! 1 � �3� ! � � � �� � �32


 �

	 � � 0 0 �� � �� � % � � � % �� + � � � � %8 � � � % � � �� �7 ,


 �
 � � �
 �� � � ' , 6 � � 
 
 � �
 � � � � ' , 6 � �' )4 4 + 7 ) 9+ 7

�� � 	 �� � / �� � $ 	 � � � �/ � � � �� � �/ �  � �� $ 	 � �� � � � � � �#" � �


 � �
 � � � � � �� � 	 � ' ' � � �� �' � � � � $ � �� 	 � �


 �� � �


� � � � � � �� � � L� � 0 0 �� � �� � � � �0 � � �3 �� �� � �

	 � ' ' � � �� �' � � � � $ � �� 	 � � � �� � 2

 � � � $
 	 ! 1 �

\� ! � 	 � ' ' � � �� �' � � � � $ � �� 	 � � �32

- � 3 � � � � 8 � � � $ -: + �� � � �� � F� K� C K@ K� � >� � � � � 3 � � �� � � � �

� � $ � ' ' � � �� �' � � � � $ � �� 	 � .

� � $ �  2

 $ 	 � � � �' � � $/  � � �
 � � 	 � � �� �' 
 �� � �  �32

� � $ � ��  2

;

;N



�� �� � �< ��

: + � �3 � � � � � �H � � 0 0 �N + , � � L� � � � �� �

� / �� � � � � � �G �+ � � �+ , � � 8 8 � � 0 �3 � � � �

8 / � � , � �� � + �� � � � �8 � � � � � � � , � �� � �
�� �� � �� � �

; 


	 � = > = � � � = 
 � � �=

	= 
 � � � ��< �= � � �� � � �� �� �

; ;

O � + �+ � �+ , � �� + � �0 �� �� � � � 
� � �� � � 
�  � E /

� � $ � � � 
� � � �2


 � 	 � .


 	 � � � 	 � � � 
� � � � � � � � � 
� �� � 2

;
N � �� �� + + �� � � � 
 � = � � �H � � �� � � � � M � , � �� � �

; B

� � � �� � �� < �= � � �� �= � �� � � �� �

� � �� � � � � � � � � � �

� � � �9 � � � 
� � � � ��

; P



� � � �� � �� < �= � � �� �= � �� � � �� �

� � �� � � � � � � � � � �

� � � �9 � � � 
� � � � ��
� � � �9 � � � 
� � � � ��

; �

� � � �� � �� < �= � � �� �= � �� � � �� �

� � �� � � � � � �� � � �

� � � �9 � � � 
� � � � ��

� � � �9 � � � 
� � � � ��

� � ) � � � � � � � � �H � � � � � 
� � � �

; �

� � � �� � �� < �= � � �� �= � �� � � �� �

� � �� � � � � � �� � � �

� � � �9 � � � 
� � � � ��

� � � �9 � � � 
� � � � ��

� � ) � � � � � � � � �H � � � � � 
� � � �

� � ) � � � � � � � � �H � � � � � 
� � � �

� � �� � �� � �9 H � �8 � � � � 
 
 E E E

; J

� � � � �= � � � � �= �

� � �� �1 � �� �

� � � @ E? A ? >� C K I K >� � � , � � � � � � �

� � � � �� � �� � �� � � � � + �0 � � ��1 � �� �+ �� + � � � �� � �

C K� A� C A C E F F E � A F >? K I � C K A H A? J � K >� A C A K � @ >? A H H K

; M



� � � � � � �= � � � � �= � � = � = � � �� �� � � � � = � � � 
 �

D �� � L � � � � � � 0 � � � L � � �� � � � � � 0 �� � � �

7 7 7 0 � H � � � � � � � �� � � �� � 1 � �� � E

� � �+ � � �� � � �8 � H H � � � � � �+ , �� � �+ � � �� � � � � � �� � � � �

6 � � � �� � � � � �+ � � � �� � � �� � � � H � � 0 0 �+ �� + �� � �� � �

; �

� � � �� � � �� = � � � � � �� � � � ��

* �+ + , �� � � � � � � � � � � � � � � �

6 � �0 � 0 �+ + , �� � � � � �� � H �� � � � �� � � � � 0 �� � �+ �� � � � � � � �� �� � � L �" � � �

C � � � �+ � � �� � � � 
 &( <

O � � � � � � � � � � � � 
 &( 	

� � � 0 �� � � � � � � �3 � � � � �� H H � �� � � � � L � � � � �

+ � � �� � � � � � �8 � �0 � 9 � � � @ E? A ? >� C K I K >�

BN


 � � � � 
 = � �� = � � = � � � � � �� �� � � � 
 �� � � �� �

� �H � �� �+ � � � �+ � 9 � � � � � � � � � � � � H � � 0 0 � + , � �+ + �� �� � � � � � � � � � � �� + �� �� �3 � ��
� � � � � � �+ �� � �1 � �� �


7 � �� � � M � � � � � , � �� � � � � R �� � � �� �� � � � � � �H � �� �

� 7 � � � �� � � � � �� � 1 � �� � �� � � �3 � � �+ � � �� � � � � �+ � � � �

< 7 � � � �� � � � �+ � � � � L� �� �� � � � � � �1 � �� �+ � � � �+ � � � � �0 � �� � � � � � � � � � � � �

� � �� � � � � �

�7 �+ + � � � � � � � � � �1 � �� �+ � � � �+ � + �� � �� � � � � �� � � � � � � �0 � � �� � � �
B 


� � �� � �� � � � � �= � � �= � � � � �= � � �� � � � � � �

A enters critical region A leaves critical region

B attempts to

enter critical 


region

B enters

critical region

T1 T2 T3 T4

Process A 

Process B 

B blocked

B leaves

critical region

Time B ;



U = � � < �= � �� � �� � � � � � �� � � � � � � � � �� � � � �

� � � � � � � � � L� � � � � � � � �� � � �� � � 0 �� �

� � � � � � � 8 � �3 � � � �0 � � � � � �� � E

� � � , � � � M� � � � � N 6 O �

⇒

� � � � � � �� � �� � � ) � � � � � � � � �+ , � � � � � � 1 � �� �

B B

	 = � �� = � � < �= � � �= � > � � � � � � � � � � � = �A

� � $ �' � � � 
 � �2 �� � � � � � 
 � � � � � � 
� � � � �

" " "�� � � � � � � �/ � �� � $ � �� $ � $ $ � � $ 	 � � � �0 � �


 	 � � � 	 � � .

* � � �� � � � � 
 	 �2


 	 � � � 	 �' � � � 
 � � � �

2 �� 
� / � 
� � $ � �

�' � � � 
 � �2

� � � $ � � � � � � � $ � �� 	 �32

�' � � � 
 � �2

;

•

6 � � � � � � � � ) # F # L� � 1 � �� � E

B P

�� � � � � = � � < �= � �� � � � �� � = � � � �� � � �=

�� � � � � � � 
� � � � �

�� $ �' $ � �� � �2

�� � � � � � � � � � $ 	 � � � � � " � � �


 	 � � � 	 � � .

* � � �� � � � � 
 	 �32


 	 � � � 	 �' $ � �� � � � �

2 � � 
 � / � 
� � $

4 � $ � � � � � $ � � � � � � � $ � �� 	 �32

�' $ � �� � �2

;

�� � � � � � � � � � $ 	 � � � � � " � � �


 	 � � � 	 � � .

* � � �� � � � � 
 	 �32


 	 � � � 	 �' $ � �� � � � �

2 � � 
� / � 
� � $

4 � $ � � � � � $ � � � � � � � $ � �� 	 �32

�' $ � �� � �2

;

B �

�� � � � �� = � � < �= � �� � � � �� � = � � � �� � � �=

� � � � � � � �+ � � � 0 � �� � � �+ � � � � �� ��

0 � � � � 0 � � � � � � � � , � �� � L� �� � N : � � �0 � �� � � � � � � � � � � � � R �+ + � � � �

� � � � N :
4 � � � � � � + �� � �1 � �� � � � ) � � �� � � � >� = � � � 8 � �� � � � � � 1 � �� � E

B �



� � � � = � � < �= � � � � � � P� � �

•

D � � � � 1 � �� � $ : - � �H ) � � � �  $ � � � � � � � � � /

−

+ � � � � � �+ �� � �� � � �� � � � � + � � � � � � � � � � � � �H � � � � � � �H

−

0 � � � �� � � � � + � � � � � � � � � �3 � � �� � 


−

�� � � �+ � � �� 0 � � � � � � � � �0 �+ �

� � � �� � � � � � �� � 	

� � � 
 �� � � 


� � � 


� � �� � � 
 �� 


��
� � �� � � 
� � � � �� �� � � � 
 � � 
� � � � � � � �� � � �

� � � � � � � � 	

� 
 � 
� � � 
 � � � � 


� � � � � � �� � � � ! � 
 � �
� " � # �


 � � $� � % � � � � � �

& � � � � ' � � � � � � � � � � � � 
 � � � 


� ! � 
 � � �
# 


�

B J

� � �� � ( P� � � ) �� � � �> =

•

6 � � � � � �� � $ : - � �� � � 8 � �G " � � �

•

D � 8 � �G " � � � �+ � � � � N 6 O

•

6 � � �� � �G �� 3 � � � � ��

•

6 � � L � � � � � � R � � �� � � � �0 � � �3 � L � �� � � �� � �� � �� � �
•

6 � � � �7 9 : � � � �� � � C � �� 0 �

B M


